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❑ Faster customer onboarding:
▪ API integration can streamline customer onboarding process, enabling quick and efficient verification of the customer identity
▪ Reduce time and resources required for manual verification
▪ Enables seamless digital on-boarding journey for the customer

❑ Improved customer experience:
▪ By automating the KYC process, customers can enjoy a seamless and hassle-free onboarding experience, improving customer 

satisfaction
▪ Integrating API at the branch level, customer need not share the KYC documents again and an immediate download will help verify

KYC data instantly and raise update request, if required

❑ Compliance with regulations: Integrating KYC process with CKYCRR APIs can help ensure compliance with regulatory requirements for 
customer identification and verification, thereby enabling better compliance

❑ Reduction in storage: API integration enables download of customer data and RE need not collect copies of KYC documents, scan and store 
it separately

❑ Cost savings: By automating the KYC process, RE can save time and resources, reducing the cost of compliance and improving operational 
efficiency

❑ Improved data accuracy: KYC integration with Reporting entities' APIs can help ensure the accuracy of customer data, reducing the risk of 
errors that can occur with manual data entry
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• Testbed:
https://testbed.ckycindia.in/Search/ckycverificationservice/verify

• Production:
https://www.ckycindia.in/Search/ckycverificationservice/verify

• Testbed:

https://testbed.ckycindia.in/Search/ckycverificationservice/download

• Production :
https://www.ckycindia.in/Search/ckycverificationservice/download

Search 

Download 

https://testbed.ckycindia.in/Search/ckycverificationservice/verify
https://testbed.ckycindia.in/Search/ckycverificationservice/verify
https://testbed.ckycindia.in/Search/ckycverificationservice/download
https://www.ckycindia.in/Search/ckycverificationservice/download


<?xml version="1.0" encoding="UTF-8"?>
<REQ_ROOT>

<HEADER>
<FI_CODE>IN0001</FI_CODE>
<REQUEST_ID>02<REQUEST_ID />
<VERSION>1.0</VERSION>

</HEADER>
<CKYC_INQ>

<SESSION_KEY> </REQUEST_ID>

<PID>
<PID_DATA>

<DATE_TIME />
<ID_TYPE />
<ID_NO />

</PID_DATA>
</PID>

</CKYC_INQ>
</REQ_ROOT

Step 1: Generate a random session key

Step 2: Encrypt PID using this session key by AES 
algorithm

Step 3: Encode the encrypted PID to Base64 string

Step 4: Encrypt the session key using public key provided
by CERSAI using RSA algorithm

Step 5: Encode the encrypted session key to Base64
string

Step 6: Add this encrypted and encoded session key in
request xml

Step 7: Sign entire request using FI's private key
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Encrypted 
PID

Search : ID & Number
Download : CKYC number & Date of Birth session Key CERSAI public Key

Encode String 
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Encrypted  
Session Key

XML Request file

Encode 
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Encode 
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Encode 
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PID

Step 1: Verify response file signature using CERSAI’s
public key.

Step 2: Parse key parameter from request message

Step 3: Decode the session key from Base64 string

Step 4: Decrypt encrypted session key using FI’s private
key with RSA algorithm

Step 5: Decode the PID from Base64 string

Step 6: Decrypt data using session key with AES
algorithm

PID

Response from CERSAIsession KeyCERSAI public KeyXML Response file

Encode 
String (PID)

Encode 
String (PID)

FI DSC Private Key

Encode String 
(Session Key)

Encrypted  
Session Key

Encode 
String (PID)

Encrypted 
PID

<REQ_ROOT>
<HEADER>

<FI_CODE>IN0001</FI_CODE>
<REQUEST_ID>02<REQUEST_ID />
<VERSION>1.0</VERSION>

</HEADER>
<CKYC_INQ>

<SESSION_KEY> </REQUEST_ID>
<PID>

<PID_DATA>
<CKYC_NO />
<NAME />
<FATHERS_NAME />
<AGE />
<PHOTO />
<IMAGE_TYPE />
<KYC_DATE />
<UPDATED_DATE />

</PID_DATA>
</PID>
<ERROR />

</CKYC_INQ>
</REQ_ROOT>

<REQ_ROOT>
<HEADER>

<FI_CODE>IN0001</FI_CODE>
<REQUEST_ID>02<REQUEST_ID />
<VERSION>1.0</VERSION>

</HEADER>
<CKYC_INQ>

<SESSION_KEY>BDu4Zi02ct0kxehSJyiblRF7FsjyJc6e6FTzeXPXwmF5nCMypIXMDfxL+zTcopy++6mZmXPCltIrJFM
2f9GcP14aohnqDqIHyG7WJhGel6ipgwcKNEivrKbpBvzc5B3CCSDlh9WYUVj6V4</REQUEST_ID>

<PID>

BDu4Zi02ct0kxehSJyiblRF7FsjyJc6e6FTzeXPXwmF5nCMypIXMDfxL+zTcopy++6mZmXPCltI
rJFM2f9GcP14aohnqDqIHyG7WJhGel6ipgwcKNEivrKbpBvzc5B3CCSDlh9WYUVj6V4BDu4
Zi02ct0kxehSJyiblRF7FsjyJc6e6FTzeXPXwmF5nCMypIXMDfxL+zTcopy++6mZmXPCltIrJFM2
f9GcP14aohnqDqIHyG7WJhGel6ipgwcKNEivrKbpBvzc5B3CCSDlh9WYUVj6V4BDu4Zi02ct
0kxehSJyiblRF7FsjyJc6e6FTzeXPXwmF5nCMypIXMDfxL+zTcopy++6mZmXPCltIrJFM2f9GcP
14aohnqDqIHyG7WJhGel6ipgwcKNEivrKbpBvzc5B3CCSDlh9WYUVj6V4BDu4Zi02ct0kxeh
SJyiblRF7FsjyJc6e6FTzeXPXwmF5nCMypIXMDfxL+zTcopy++6mZmXPCltIrJFM2f9GcP14a

</PID>
<ERROR />

</CKYC_INQ>
</REQ_ROOT>



API Documents – Search
https://www.ckycindia.in/ckyc/assets/doc/APISecuredSearc
hDocument.zip

API Documents – Download
https://www.ckycindia.in/ckyc/assets/doc/Secured-
Download-API-Document-version.zip

https://www.ckycindia.in/ckyc/assets/doc/APISecuredSearchDocument.zip
https://www.ckycindia.in/ckyc/assets/doc/APISecuredSearchDocument.zip
https://www.ckycindia.in/ckyc/assets/doc/APISecuredSearchDocument.zip
https://www.ckycindia.in/ckyc/assets/doc/Secured-Download-API-Document-version.zip
https://www.ckycindia.in/ckyc/assets/doc/Secured-Download-API-Document-version.zip
https://www.ckycindia.in/ckyc/assets/doc/Secured-Download-API-Document-version.zip
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