CENTRAL KYC RECORDS REGISTRY

CENTRAL KYC RECORDS REGISTRY

CKYC/2024/03 Date: July 15, 2024

To: All entities registered with Central KYC Records Registry (CKYCRR)

Dear Sir/ Madam,
Sub: Unique IP Address Requirement for CKYCRR APl Access

As we continue to enhance the security and integrity of CKYCRR API, reporting entities (REs)
registered with CKYCRR are directed to use unique IP addresses when availing API services.
This means that reporting entities cannot share the same IP address with other REs for
CKYCRR APl access.

This measure is essential to:

- Prevent unauthorized access to personally identifiable information (Pll data)
- Maintain data confidentiality and integrity

- Ensure adherence to security best practices

REs are required to review their IP addresses registered on CKYCRR portal for APl services using
‘Upload Public Key’ option under ‘User management’ menu and ensure that only IP addresses
unique to their entities have been provided. Non-adherence to the above may result in

termination of access to CKYCRR API service.

For any queries/ clarifications please contact the helpdesk.

For and on behalf of Central KYC Records Registry

Helpdesk Contact Details:

Email: helpdesk@ckycindia.in

Phone: 02261102592 /022 50623300
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